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Fair e-Cash Transaction Protocol Based on Interactive Confirmer Scheme
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Abstract; Fairness is an important attribute that electronic cash transaction protocol should satisfy, as
dishonesty of the transaction entity and unreliable communication are the major reasons that harm transac-
tion fairness. Focusing on the transaction unfairness issue caused by dishonest behavior of the transaction
entity, and using the methodology of undeniable conversion signature for reference, interactive confirmer
mechanism to effectively solve the problem of conflict between fairness and anonymity of electronic cash
transaction protocol is established. Based on improved CEMBS verifiable algorithm, a new fair electronic
cash transaction protocol is proposed and its attributes are analyzed. The analysis demonstrates that the
proposed protocol can effectively avoid the ambiguity of transaction while satisfying the need for fairness
and anonymity.
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FEAEBA 18 20 RS T &6 T W BT S B Ol o 4
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WART & Enc.(msg) ZJ5, MR E TEF(EE DB
B T 2 AL, B AT 2B R R AR
HHmwER XHBEBREEHER
me || mg || my || Ency(msg) ¥ 1& MTresolve P31,
{5585 = TTP J7it4T my — > h(msg) 2h(msg) HILL
B, WEAZ, FAZSFAT AR EINEA
S,(msg,) ¥R Signg(msg,) , FFRERBHE M,
VER Y BB BT AT S B B . R, TTP
W Ence(msg) ZRBEE, INIMRB 2
T
3.2 E&MESH (

B 47 Mk R T A5 5 DS B AR BEOR,
L T4 38 5 NS B B K i o BT AZE A
PLA Y B T 438 5 UM TE T R A TR TR A, B
(RIS R, I B B P
HIBE A PE . BRI 2% 24 0 B ORARAT R 58 B4 1Y
BEASEREXAEFEEH AA,ABM,
Signy (A,B,M,) T 5H B0 7557 u MR
BT AN s, GIEHHE N ELERIEFL
DB RERS

HRAE A EHATIRE R 5 T 3, Al
A A IR IR ZORE:, W BFELSN, £
HELAMN, ZHITERERESR, AHUURIER
Zf5E, WRERAZE T4, BITH TTP £
EE, TTPAR4E A, HE (4)YT = (k)T =
(&™) =g =4, , HIEABELHRIT. FEE
SRATIEB log, hy = logy,A, o HRAT AT T3
G, WEHLROE . BRSBTS N, TEIHSH I IRER
WA, AP T8 B O T IS SRR A
PR E I B BATH TTP FR X AHE R, TTP
AT = (g5) = (g'7) = hp= A"y, LA,
W] 45 4R AT TR R, W AR AT E B log,hy =
log, A, , SATHARYE A, BN REW ST Lo
BG, AARYE [7ETE SR Ik R BN T, AT
I E A,
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3T CEMBS AJ REN BB IEFMLEHINT R, A
Ao B 4 5 5 P P A AN BE 44 VEZ IR Y
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